
Bootstrapping benchmark results

Key contributions
Sub-millisecond bootstrapping on GPU, achieved on Hopper or more recent architectures by:

Integer operations and AES transciphering

The architecture on GPU

Resources
zama.org/blog
github.com/zama-ai
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Using a variant of the Bootstrapping algorithm, the Multi-Bit Bootstrapping, which exposes more
parallelism
Coordinating thread blocks using the Thread Block Clusters feature of Cuda
Maximizing the use of registers and minimizing the number of synchronizations needed in the
FastFourier Transform and inthe Bootstrapping itself

Keybundle Blind rotation

Cryptographic parameters for Multi-Bit
Bootstrapping with grouping factor 4

Cryptographic parameters for Classical
Bootstrapping

Comparison with FPGA-based accelerator (hello-fpga
[Bel24]) on AES-128 transciphering of two inputs

Comparison of Bootstrapping performance between CPU and GPU in TFHE-rs, and with VeloFHE (CHES25)

Latency of 64-bit integer operations on CPU (classical) and GPU (multi-bit) in TFHE-rs

Comparison of bitand latency (ms) with 
Xiao et al. [XLK+ 24]

Implementation CPU (classical)
GPU (classical)
GPU (multi-bit) (present work)
GPU (multi-bit) (present work)

VeloFHE GPU GD-I/II (CHES25)
GPU (multi-bit) GD-I/II

Hardware

AMD EPYC 192 cores

1xH100
1xH100

8xH100

1xRTX4090
1xRTX4090

Booleans
Latency Throughput

11,566 ops/s10.3 ms

3.1 ms

811 µs

-

-

-

-

28,620 ops/s

224,450 ops/s
11,378 ops/s

10,059 ops/s

4-bit Integers
Latency

12.3 ms

3.8 ms

962 µs

Throughput

8,477 ops/s

-

24,170 ops/s

-
-
-

190,000 ops/s
3,249 ops/s
3,972 ops/s


