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Irwin—=Hall distribution Irwin-Hall (4,1) vs Gaussian (same variance)
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Let (Uj)i=1,. m bet independent random variables uniformly distributed 0.7 7~ i Hall
over [—%, 5]. The distribution lrwin-Hall(m, w) is defined as the 06 J \
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Consider several variants of Modulus Switch (switching from modulus ¢’ 0.0 / N\
to q) for LWE ciphertexts with dimension n and binary secret key. The = TTZZ=777" - ; —em————=
noise added by these operations is better modeled by an Irwin—Hall - 2 ! Vel ! 2 3
distribution than by a Gaussian distribution.
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Modulus Switch Mean Comp. MS Multi Bit MS 0.002 1 “'-~-_~
Importance Splitting 9.33e—23 3.28e—40 2.81e—43 o
0.000
(Upper Bound 3) i fafeg PR 1.70 175 1.80 1.85 1.90 1.95 2.00 2.05 2.10
Gaussian Prediction 2.20e—22 9.82¢—40 3.70e—41 Zoom on the tail
Irwin—Hall Prediction 1.05e—22 3.27e—40 2.20e—43
Table: Failure Probability: Experimental measures (Importance Splitting) vs.
Theoretical Predictions.
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o Initialize the population Xl(o),. b ,X,S,U) : :
@ Fori=1,...,/do 5 > : >
C (i) (i-1) (i-1) . T1: T1:
The population is X; ™ ,..., Xs and S(X_,. ) > Ti—1 for all j : :
o Keep only the samples with score larger than T; and count them _ + T +
{Yl('l)., ki V,E')} = {X}"*l) such that S(Xj(‘;l)] > T;}
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X is the input ciphertext +
S(X) is the noise after I'{p'%ndom Variable X ( :
the modulus switch + A Score Function X —> S(X)
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Bayes formula makes it work:

P(S>T)=P(S>T)P(S>T,|S>Ty)...P(S>T;|S >T1)
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