7
101 o
0, o
1o, 4
o 72
70’ -
o
°)° )o -
A
o = O
=
)
58
)
N =
o™ (o)
o\o \ ~
\
o\° (o)

Cryptography
Research
Centre

o

Why It Still Makes Sense to Talk About Average-
Case Noise Analysis in FHE: The BGV Example

FHE.org 2026
8 March 2026

Beatrice Biasioli, Chiara Marcolla, Nadir Murru, Matilda Urani
beatrice.biasioli@ibm.com
chiara.marcolla@tii.ae

nadir.murru@unitn.it

matilda.urani@polito.it

Technology
T oot
Institute


beatrice.biasioli@ibm.com
chiara.marcolla@tii.ae
nadir.murru@unitn.it
matilda.urani@polito.it

Motivation

Does it still make sense to talk about
(? ? average-case approachesin FHE?



Motivation

Does it still make sense to talk about
(? ? average-case approachesin FHE?

Yes!
(At least for BGV)



The context
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What are the parameters of an FHE scheme?

Almost all FHE schemes used today are based on the Learning with Errors (LWE) problem (or its
algebraicvariant):

Definition (Search LWE Problem (Regev))

Givenb € Zj and A € (Zg)™*", find an unknown vector s € Zj such that

As+e=bmodq

wheree € Z;” is small random error.



What are the parameters of an FHE scheme?

Almost all FHE schemes used today are based on the Learning with Errors (LWE) problem (or its
algebraicvariant):

Definition (Search LWE Problem (Regev))

Givenb € Zj and A € (Zg)™*", find an unknown vector s € Zj such that

As+e=bmodq

wheree € Z;” is small random error.

m s follows the distribution y s with standard deviation 0.
m e follows the distribution . with standard deviation o.
m Modulus ¢ and the LWE dimension n.

m Security level \.



Functioning of the scheme

Let m be the message.

1 T

Correct Decryption Incorrect Decryption X

Correct decryption occurs only if the error is below a given bound, which depends on g.
|lerror|| < Bound(q)

Additional difficulty: error grows as homomorphic operations are performed.



Why choosing secure parameters is hard?

m To guarantee correctness , we need a large enough
modulus q.

security level
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Security formula for:
n=2u

360



Why choosing secure parameters is hard?

m To guarantee correctness , we need a large enough
modulus q.

m Security problem: larger g decreases the security.
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Why choosing secure parameters is hard?

150
m To guarantee correctness , we need a large enough
modulus q.
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m Security problem: larger g decreases the security.

-
=4
o

security level

100

m Efficiency problem: to increase the security level A %
again, we need a larger dimension n. %0

o A< 128

Security formula for:
n= 214
—_— n=21




Current Approaches

To correctly select g, it is necessary to precisely estimate the error.

At present, two main approaches:

Worst-case approach Average-case approach
estimates the error by exploiting the norm models the coefficients of the error as random
properties variables and studies their statistical

properties



Average-case

Average-case approaches provide estimates that are closer to experimental observations
= is generally regarded as more promising.

However, some concerns have recently been raised.

The problem is that most existing approaches model the coefficients of the error as:

= Independent.

m Gaussiandistributed.



Average-case

Average-case approaches provide estimates that are closer to experimental observations
= is generally regarded as more promising.

However, some concerns have recently been raised.

The problem is that most existing approaches model the coefficients of the error as:

= Independent.

m Gaussiandistributed.

Is it really the case? We tried to answer for the BGV scheme.



The BGV Example



BGV

—M

m err

q
<3
Il < & l
Correct Decryption Q/

v
A

q
> 2
vl > 4 l

Incorrect Decryption X

Leveled BGV scheme on RLWE

mE Lfel/@" +1) e € (Zyfe]/(a" +1))°

sk=s pk = (b,a) = (—a- s +te,a)
Xs U, Xe
X X
Enc(m) . x .
mod ¢

= (co,c1) = (b-u+teg+m,a-u+te)
CRITICAL QUANTITY

v=cyt+eci-s=m+tle-uter-s+e) mod g

Dec(c)
v=m modt




BGV Error

my ernr ' { vi=my +teg+tu-e+tep-s }
[ my | erry ' [Vg:m2+tez)+tu'»e+te’l<s}
I[mlmz],‘ err* ~erry - erry | l {V*:(...)+(.4.)e+(...)s+(...)es+(4..)e2+(4..)32}

THE CRITICAL QUANTITY IS ALWAYS OF THE FORM

v= ZaLsL = Z Zb“(b)e“s‘
L P




First Assumption: Independence

Are the errors mutually independent?

10



First Assumption: Independence

Are the errors mutually independent?

Short Answer:
= Errors share powersof sande
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First Assumption: Independence

Are the errors mutually independent?

Short Answer:
= Errors share powersof sande

Theorem (Informal)

Let V', V' be the variances of the error coefficients of two ciphertexts. Then, the variance of the error
coefficients obtained by a multiplication of these two ciphertexts is

Vinul < nV V/Fch 5

where F; and F, depend on the number of multiplications previously performed in the circuit.



First Assumption: Independence

Are the errors mutually independent?

Short Answer:
= Errors share powersof sande

Theorem (Biasioli, Marcolla, Murru, Urani)

Givenvy =, a,s",va =Y, a,s", then

Var((a,, s aly5)]s) < nVar((a,s)|s)Var((al, ) ) F (11, 12) F (1, o),
where 11, [1o represent, respectively, the highest powerofeina,, , a,

(a+ B)!
a! B!

2

"This function extends the results in [1]



Experimental Validation
Key Idea
Let V1, V5 be the variances of two errors.
variance of the product # product of variances

Dependencies introduce a correction factor }X{ ViV, —> nViVs - Cr

Encryption  1Multiplication 6 Multiplications

noour  exp our exp our exp

213 4876 4876 9568 95.65 9571  95.25
2 4976 4976 98.68 97.62 9871  97.63
2'% 5076 50.72 101.68 101.62 101.71 101.59

Table 1: Values labeled our correspond to our estimates, and exp to experimental results



Second Assumption: Gaussianity

Are the errors Gaussian distributed?

13



Second Assumption: Gaussianity

Are the errors Gaussian distributed?
Short Answer:

1le-40

— | —— norm

le-15

15

) }I
0.5

1le15 -1.5 -1.0 —0.5 0.0 0.5 10 1.15840
Error coefficients distribution after three Error coefficients distribution after three
multiplications with modulus switching: multiplications without modulus switching:

asymmetry 0.00 and kurtosis 2.99. asymmetry —0.52 and kurtosis 14.38.



What is Modulus Switch?

Modulus switch consists in reducing the error by reducing the ciphertext modulus.

my erry qe

ERROR AFTER MODULUS SWITCH

my erry q

V*
vt — — +0)s
Dt @\

1

[mamo); err* qe
I VARIANCE AFTER MODULUS SWITCH
Modulus switching @
7 qe-1 V
1 V — — + Vins

py

[mama): err -1




Our Moduli Choice

ERROR AFTER MODULUS SWITCH VARIANCE AFTER MODULUS SWITCH
*
v Vv
WRLANHY J 2t Vi
Dy — pz

We proved it is
Gaussian distributed

. Specifically, we required
Thus, by choosing py large enough ved-s 7 y 2

with coefficients variance ~ Vs NN i Vins

where we choose o = 1/100



Benefits

Gaussian distribution of

Choosing p, large enough
&p 8 8 the error coefficients



Benefits

Gaussian distribution of

Choosing p, large enough
&p 8 8 the error coefficients



Benefits

Choosing p, large enough

G =>

Gaussian distribution of
the error coefficients

Variance no longer depends
on the multiplication depth



Level Independence

With our parameter choice, by applying modulus switch before each multiplication, we have

ERROR AFTER ERROR AFTER
MODULUS SWITCH MODULUS SWITCH
va4d-s "'~§' s

v
ERROR AFTER
MULTIPLICATION

Vms = V- V' = (85) - (8'5)

17



Level Independence

With our parameter choice, by applying modulus switch before each multiplication, we have

ERROR AFTER ERROR AFTER
MODULUS SWITCH MODULUS SWITCH
v~49-s "'~§' s

v
ERROR AFTER
MULTIPLICATION

o = -1/ (E) (€)

Vms Vms

17



Level Independence

With our parameter choice, by applying modulus switch before each multiplication, we have

ERROR AFTER ERROR AFTER
MODULUS SWITCH MODULUS SWITCH
v~9d-s "'~§' s

v
ERROR AFTER
MULTIPLICATION

@ZV'V’@(@?'(@)

V2F1‘l’1 =2nV2 1%
nms(’)_nms ms ms

17



Does this overcome the benefits of our method?

At first sight: is the condition on py too restrictive?

n 212 213 214 215 n 212 213 214 215
OpenFHE 1473 151.8 156.3 161.6 OpenFHE 2493 256.8 2643 2726
our 121.0 1245 128.0 1315 our 2103 216.8 2233 229.8
Circuit of depth 3 Circuit of depth 6

Comparison of log, () for circuits of progressive multiplications.



Conclusions

Theorem (Biasioli, Marcolla , Murru, Urani)
Let V', V' be the variances of the error coefficients of two ciphertexts. Then, the variance of the error
coefficients obtained by a multiplication of these two ciphertexts is

Vel S nEEVV!

where Fs and I, depend on the number of multiplications previously performed in the circuit.

|:> NO ModSwitch then Vi, = nF,F.VV’

which gives a
[_“_"|> BUT distribution is not Gaussian % bound on ¢

SO we CANNOT infer |[V||oo % Dv/2Vinul

“2 If we find the correct
distribution, our variance
estimation is still useful! 19



Conclusions

Theorem (Biasioli, Marcolla , Murru, Urani)

Let V', V' be the variances of the error coefficients of two ciphertexts. Then, the variance of the error
coefficients obtained by a multiplication of these two ciphertexts is

Vel <n-2-1-VV'
where Fs and I, do not depend on the number of multiplications previously performed in the circuit.

[ > WITH ModSwitch then Vi = 20V V' =~ 20V,

:> AND distribution is Gaussian
SO we CANinfer ||v||eo < Dv/2Vinu

4, Which gives a
bound on @
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Thank you for your attention!


https://eprint.iacr.org/2025/2027
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