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Including the malicious 
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Everybody is happy…  :)
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Verifiable computation (VC)

Input Data

Code

Output Data

Processing

Cloud

Proof

Proves

Output Data = Code(Input Data)

Can we have 
both 

HE and VC? 
Efficiently?

● Privacy ● Integrity ● Succinctness



VFHE and CCC+25



VFHE

Public
Verification

Native Rq
Arithmetic

Efficient
Key Switching 

/ Rescale

Efficient
Bootstrapping

CKKS
(approximate 

schemes)

Generic SNARK[1] ✓ ❌ ❌ ❌ ✓

Rinocchio[2] ❌ ✓ ❌ ❌ ✓

HE-IOPs[3] ! ✓ ✓ ✓ ❌

CCC+25[4] ✓ ✓ ✓ ? ✓

[1]  A. Viand, C. Knabenhans, and A. Hithnawi, “Verifiable Fully Homomorphic Encryption,” Feb. 11, 2023, arXiv: arXiv:2301.07041
[2] C. Ganesh, A. Nitulescu, and E. Soria-Vazquez, “Rinocchio: SNARKs for Ring Arithmetic,” Journal of Cryptology, 2023
[3] D. F. Aranha, A. Costache, A. Guimarães, and E. Soria-Vazquez, “HELIOPOLIS: Verifiable Computation over Homomorphically 
Encrypted Data from Interactive Oracle Proofs is Practical,” in Advances in Cryptology – ASIACRYPT 2024
[4] I. Cascudo, A. Costache, D. Cozzo, D. Fiore, A. Guimarães, and E. Soria-Vazquez, “Verifiable Computation for Approximate 
Homomorphic Encryption Schemes,” in Advances in Cryptology – CRYPTO 2025



CCC+25 - VFHE blueprint

Learn more:
CKKS.org 
blogpost:

FHE.org 
2025:

What we did: 

● A blueprint for efficient VFHE 
and its instantiation to CKKS

http://ckks.org
http://fhe.org


CCC+25 - VFHE blueprint

But what didn’t we do?



Preliminaries: Polynomial Commitments
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I have a polynomial p, I commit to it
comm = commit(p)

Polynomial commitments

Prover Verifier

What’s p(x)?

p(x) = y, and here is the proof
proof = prove(p, x, y)

I can verify it!
Verify(comm, proof, x, y)

Important!

x, y, and p can be anything. 

For example, in a PC for Rq:



This work



This work

1. Oracle Packing

2. BatchFold

3. SparsePack



CCC+25 - A proof system for Rq

● Custom GKR for Rq

● Range checks in Rq

● Faster Brakedown PC over Rq
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Not everything is about Rq

FHE also needs Zq:

1. We scale by integers

2. We perform automorphisms 
(coefficient permutations) 

3. We use infinity norm for 
bounding noise



a01 a02 a03 a11 a12 a13

b01 b02 b03 b11 b12 b13

d01 d02 d03 d11 d12 d13 d21 d22 d23

a01 a02 a03 a11 a12 a13

b01 b02 b03 b11 b12 b13

e01 e02 e03e11 e12 e13

a =

b =
x

⊗

=

Key switching or relinearization

m1

m2

m2

m1

m1m2

m1m2

CKKS
Multiplication

Level 1

Pre-multiply 
or

Tensor product

Key Switching CCC+25 verification

1. Ask the prover to 
provide w = CRT-1(d2)

2. Check:
a.  
b.  

3. Compute and check:

CCC+25 - Range proofs for key switching
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CCC+25 - Range proofs

Every key switching produces several: 

● Creates a big vector V with all wks (notice that wks is a polynomial Rq)

● Prove that all elements in V have coefficients bounded by 2k
 using lookup 

arguments

This proof is about        . 

CCC+25 - Lasso-style lookup arguments

1. Decomposes Rq elements into ZB for some small B
○ It needs to commit to these decomposed elements

2. Proves that the decomposed values are in tables on size B
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CCC+25 - Range proofs

1. Every key switching produces several: 

2. Every Rq element is decomposed in ZB elements, which are committed to 

using a PC for Rq

Rq has O(N) such elements

A PC for Rq has size at least 
O(N)

O(N2) total costs

Can’t we use a PC for Zq instead?

Not yet! We still need Rq for the rest 
of the protocol



Virtual Oracles and Oracle Packing
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commitment for Rq Solution

● Pack many small ZB elements in Rq
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Solution

● Pack many small ZB elements in Rq
● Create virtual oracles for ZB
● The rest of the protocol doesn’t 

change!

Virtual ZB 
oracle

Packing / Unpacking Polynomial 
Commitment 

over Rq

Range Proof Rest of the protocol

1. PC for range proofs are O(N) times faster

2. Beyond range proofs:

We can use this whenever we need 
commitments to Zq
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We need a  (multivariate) polynomial commitment scheme for our ring

● CCC+25 uses Brakedown [1]

○ Linear time prover
○ Square-root time verifier

[1] A. Golovnev, J. Lee, S. Setty, J. Thaler, and R. S. Wahby, “Brakedown: Linear-Time and Field-Agnostic SNARKs for R1CS,” in Advances in 
Cryptology – CRYPTO 2023
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Polynomial Commitments

We need a  (multivariate) polynomial commitment scheme for our ring

● CCC+25 uses Brakedown [1]

○ Linear time prover
○ Square-root time verifier

● Our commitments are O(N) smaller now, let’s use Basefold[2]:
○ Quasilinear prover
○ Polylog verifier

● Can we do better?

[1] A. Golovnev, J. Lee, S. Setty, J. Thaler, and R. S. Wahby, “Brakedown: Linear-Time and Field-Agnostic SNARKs for R1CS,” in Advances in 
Cryptology – CRYPTO 2023
[2] H. Zeilberger, B. Chen, and B. Fisch, “BaseFold: Efficient Field-Agnostic Polynomial Commitment Schemes from Foldable Codes,” in 
Advances in Cryptology – CRYPTO 2024
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Oracle access to polynomial evaluations

Prove:

Let’s batch them!



Original Basefold[1]

● Works over Fields                      
.

● For M polynomials of size n:

Our Batched Ring 
Basefold

● Works over our proof-friendly 
CKKS Ring

● For M polynomials of size n:

[1] H. Zeilberger, B. Chen, and B. Fisch, “BaseFold: Efficient 
Field-Agnostic Polynomial Commitment Schemes from Foldable 
Codes,” in Advances in Cryptology – CRYPTO 2024
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● Works over Fields                      
.

● For M polynomials of size n:

Our Batched Ring 
Basefold

● Works over our proof-friendly 
CKKS Ring

● For M polynomials of size n:

[1] H. Zeilberger, B. Chen, and B. Fisch, “BaseFold: Efficient 
Field-Agnostic Polynomial Commitment Schemes from Foldable 
Codes,” in Advances in Cryptology – CRYPTO 2024

Big “constant” factor here!

Can we go further?



Remember the proof-friendly ring



The polynomial ring 



Remember the Ring

● Fully-splitting 
NTT-friendly ring:

● Almost-Fully-splitting 
Almost-NTT-friendly ring:
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The polynomial ring 

● Efficient arithmetic with incomplete NTTs!
● Soundness

○ Proportional to |pi
d| 

1. These fields are big 
enough for soundness

2. For each prime pi, they are 
isomorphic to each other.

Let’s batch them!



Original Basefold[1]

● Works over Fields (adapted to 
rings as in CCC+25)                     
.

● For M polynomials of size n:

BatchFold

● Works over 
● Supports our proof-friendly 

CKKS Ring (by isomorphism)
● For M polynomials of size n:

N = Ring Degree

L = Number of RNS components
[1] H. Zeilberger, B. Chen, and B. Fisch, “BaseFold: Efficient 
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BatchFold

● Works over 
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CKKS Ring (by isomorphism)
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N = Ring Degree

L = Number of RNS components
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VFHE with GKR in practice



How do we prove a circuit?

Prove( HE(       ) )



How do we prove a circuit?

NN Circuit 
(using Keras)

Pure python 
code

( * , + , -)

CKKS

HE evaluation 
using CKKS 

GKR

Custom GKR 
circuit

(to prove HE 
evaluation)
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How do we verify this circuit?

GKR circuit example:

● Wires

○ Vin
○ Vprover
○ Vresults

● Gates
○ Add

Add

Vin[x]

Vprover[y]
Vresults[z]

Representing it as 
polynomials

Gates

1. Create a polynomial 
pAdd = 0

2. for all x,y,z:
If Add(x,y,z) exists:

padd(x|y|z) = 1
else:

padd(x|y|z) = 0
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The verifier needs oracle access to these polynomials

GKR circuit example:

● Wires

○ Vin
○ Vprover
○ Vresults

● Gates
○ Add

Add

Vin[x]

Vprover[y]
Vresults[z]

Gates

1. Create a polynomial 
pAdd = 0

2. for all x,y,z:
If Add(x,y,z) exists:

padd(x|y|z) = 1
else:

padd(x|y|z) = 0

Wires

1. Create a polynomial 
pVin = 0

2. for x <- 0 to size(Vin):
pVin(x) = Vin[x]

We can use a polynomial 
commitment for this one



The verifier needs oracle access to these polynomials

GKR circuit example:

● Wires

○ Vin
○ Vprover
○ Vresults

● Gates
○ Add

Add

Vin[x]

Vprover[y]
Vresults[z]

Gates

1. Create a polynomial 
pAdd = 0

2. for all x,y,z:
If Add(x,y,z) exists:

padd(x|y|z) = 1
else:

padd(x|y|z) = 0

Wires

1. Create a polynomial 
pVin = 0

2. for x <- 0 to size(Vin):
pVin(x) = Vin[x]

But this one is too big!
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Solutions

1. Log-space description

2. Sparse polynomial commitments

Add

Vin[x]

Vprover[y]
Vresults[z]

We do both!



Improved Arithmetization



Gates



Prescriptive wires



SparsePack



Problem: Existing Sparse Polynomial Commitments (e.g. Spark) are not 
efficient enough for Rq

Solution:

Oracle Packing            BatchFold              SparsePack



Results



Applications

We consider 3 small Neural Network circuits

● Small NNs for binary classification: 
○ 30 inputs → 2 outputs
○ 2 hidden layers each

● Activation: f(x) = x2

Model Ctxt Multiplications Circuit size Dense circuit size

(128, 64) 192 237 215

(64, 16) 80 233 213

(32, 16) 28 230 212



Spark vs SparsePack



Range proofs

CCC+25: 25s per multiplication in 48 threads

Single-threaded execution:



Thank you!
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Images used in this presentation

● User faces: “Plump Interface Duotone Icons” by Streamline, Creative Commons 
Attribution 4.0 International, available at 
https://iconduck.com/sets/plump-interface-duotone-icons


