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In Multi-Party / Threshold FHE, Proof of Keys & Ciphertexts are enough for active security
[AJLA+12]
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Zero-Knowledge Proofs for FHE

* Long lines of work to prove validity of Public Key & Ciphertexts [CMS+23,Bot24,...]

 No known benchmarks for proving evaluation keys

e Problems:
e No Efficient “arithmetization” for RLWE relations
* |Incompatibility between FHE and ZKP modulus

* Lack of “zero-knowledge”
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Our Work

* \We introduce a general proof system for FHE Keys & Ciphertexts

* General enough to prove all widely-used RLWE relations
» Specifically targets FHE parameter regime

* Efficiently supports zero-knowledge

* First work to give concrete results for all client-sent materials, including:
* Relinearization & Automorphism Keys for BFV, BGV, CKKS

* Blind Rotation & Keyswitch Keys for TFHE
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Lattice-Based PCS for
Compiling PIOPs
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Efficient PIOP for RLWE
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Sneak-Peek at Univariate PIOPs

 Most ZK-SNARKSs proves the R1CS constraints:
AZ ©®© B = CZ (mod p)

* Univariate PIOP-based SNARKs proves R1CS relation by checking:

-

e Linear Check: a = AZ, b = B7,c =C7

+ Arithmetic Check: 3 © b = ¢
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* QOur Observation: Arithmetic & Linear Check is enough to prove RLWE relations!
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¢/ Buckler: Efficient PIOP for RLWE Relations

* QOur Observation: Arithmetic & Linear Check is enough to prove RLWE relations!

Target Relation: b = —as + Bt + e, ||s|| .|lell, £ 1

Arithmetic Checks Linear Checks
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byt = — dnrr © Snrr + BSL o+ enrr Syt = NTT - 5

G-1DO50GE+1)=0 entr = NTT - ¢
(€ = _f) ©eO0(e+ T) = 0 ?NTT =¢ - fNTT (Automorphism)

InTT = SnTT © SN (Relinearization)
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¢/ Buckler: Efficient PIOP for RLWE Relations

* Problem: Mismatch between FHE and ZKP space

FHE ZKP

e Works over Rq

'C]=Hqi

e Works over [Fp

e p: power-of-prime
* D > 2}‘

Our Solution:

64
¢ g, <?2 Modulus Switching

b=—as+e (mod q), |||, <p b'= —a's+e’ (mod p), |le||, </
prpitg=p
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* We prove the validity of Relinearization Key & Two Automorphism Keys

e Automorphism Keys for X — X1, X° are sufficient [LLK+22]

* Ternary Secret Key:

Islleo =1

* Relinearization Key:

—

b=—ds+gs*+en|é|l.,<p

e Automorphism Key(s) for X — X‘l, X°:

b=—ds+gsX)+EAEll, < B



Example: Proving Evaluation Keys

* We prove the validity of Relinearization Key & Two Automorphism Keys

e Automorphism Keys for X — X1, X° are sufficient [LLK+22]

* Ternary Secret Key:

5]l <1 N =2 log g = 440

* Relinearization Key:

Prover Time | Verifier Time | Proof Size Key Size

—

b=—ds+gs*+en|é|l.,<p

9.6s 0.60 s 1.14MB 37.85MB

« Automorphism Key(s) for X — X_l, XSZ All benchmarks were run in MacBook Air M4, single-core.

—as+ gs(X') +é A lell, < p



Example: Proving CKKS Ciphertext

* TJarget Relation:

* Ternary Secret Key:

* Ciphertext:

b=—as+m+en el <p

* Norm Bound of message:

m(C7H < Afori=0,...,N—1

. m(éfziﬂ) € C, which PIOP cannot efficiently prove
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Example: Proving CKKS Ciphertext

 Qur Solution: Use the Coeff-To-Slot transformation

» Prover: Encodes the messages to coefficients, prove that ||m||, < A

» Verifier: Performs Coeff-To-Slot on the ciphertext after verification

* Ternary Secret Key:

Islleo =1

* Ciphertext:

b=—as+m+eANle|l,<p

* Norm Bound of message:

Imlle, < A

N =2 log g = 440, log A = 40

Prover Time | Verifier Time

Proof Size

Ct Size

7.9s 0.07s

1.13MB

1.80MB

All benchmarks were run in MacBook Air M4, single-core.



Example: Proving TFHE Bootstrapping Key

 TFHE has much more complex key structure:

* Binary Secret Key:
Sicion) € 10,1} A S{e[o,n) e {0,1}
* Blind Rotation Key:

bO — _50S+§Sl{+g/\ HEHOO Sﬁ

by=—ads+gssi+eN|é|l,<p

* Key Switch Key:
b=—{(a,s)+gs,+enleéll,<p
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Example: Proving TFHE Bootstrapping Key

* Too many constraints! & Use compression techniques
* Blind Rotation Keys can be compressed to Relinearization + Galois Keys [KDE+23]

 Key Switching Keys can be compressed to single RGSW ciphertext [XZW+24]

* Not Enough Soundness! @ Modulus switch during decompression
* (Guarantees sufficient soundness

 Decompression noise Is suppressed



Example: Proving TFHE Bootstrapping Key

Binary Secret Key:
Sicrony € 101} A Sicio.) € 10,1

Packed Blind Rotation Key:

-

b=—as+gsi+enlell,<p

Packed Key Switch Key:

—ds'+3s+Een|Ell. <P

elinearize & Automorphism Keys as before



Example: Proving TFHE Bootstrapping Key

Binary Secret Key:
Sicrony € 101} A Sicio.) € 10,1

Packed Blind Rotation Key:

—

b=—as+gsi+enlell,<p

Packed Key Switch Key:

—ds'+3s+Een|Ell. <P

elinearize & Automorphism Keys as before

N =212 5 =850

Prover Time | Verifier Time

Proof Size

Key Size

3.5s 0.08s

4.90MB

1.80MB

All benchmarks were run in MacBook Air M4, single-core.



@ Ringo-SNARK
* |ncorporating zero-knowledge proofs to existing libraries are cumbersome
* We introduce Ringo-SNARK:

* Open-Source

* Written in Go, can be seamlessly integrated to existing libraries (e.g. Lattigo)

 Automatic parameter selection




Using Ringo-SNARK

type PublicKeyCircuit[Q bignum.Uint[Q]] struct 13
NTTChecker buckler.LinearTransformer[(Q]

PublicKeyNTT [2]buckler.PublicWitness|[Q]

SecretKey buckler.Witness[Q.
SecretKeyNTT buckler.Witness|[Q.

Noise buckler.Witness[Q_
NoiseNTT buckler.Witness|[Q_




Using Ringo-SNARK

func (¢ *PublicKeyCircuit[Q]) Define(ctx *buckler.Context|[Q]) =z
ctx.AddLinearConstraint(c.SecretKeyNTT, c.SecretKey, c.NTTTransformer)

ctx.AddLinearConstraint(c.NoiseNTT, c.Noise, c.NTTTransformer)

ctx.AddInfNormConstraint(c.SecretKey, 1)

ctx.AddInfNormConstraint(c.Noise, 1)



Using Ringo-SNARK

varl

D
D

D

KConstraint.AddTerm(c.Pu

KConstraint.Adc

‘erm(c.PublicKeyNT"

KkConstraint.Sub’

‘erm(nil, c.NoiseN

1
0

)

1)

okConstraint buckler.ArithmeticConstraint|[Q]
011cKeyNTT

, C.SecretKeyNTT)

ctx.AddArithmeticConstraint(pkConstraint)



Using Ringo-SNARK

circult := &PublicKeyCircuit[Q]=z
NTTTransformer: buckler.NewNTTTransformer[Q] (N),

§

prv, vri, err := buckler.Compile(N, circuit, crs)
assign := &PublicKeyCircuit[Q] 3 ... ¢

pf, err := prv.Prove(assign)

pubAssign := &PublicKeyCircuit[Q] 3 ... ¢

ok := vrf.Verify(assign, pf)
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SCRATCH.
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github.com/sp301415/ringo-snark

LUKE MIN

*No Generative Al used



